Guidanceon TransferringPersonalData outsidethe HiropeanEconomicArea

1. Introduction

Data protection legislatioprohibits the transfer of personal data to countries outside the European
Economic AreaHEA unless

X The country in question has been deemieglthe European Commissidn provide an
adequatelevel of protection for personal datay

X One of themechanisms set out in the legislation has been put in péggdies, e.g. where
one of the ‘appropriate safeguardgsted in data protection legislatiomas been put in place
or a specific exceptioapplies(see below for further detail on this point)

These restrictions are in pladeecause countriesutside the EE/are deemechot to provide an
adequate level of protection for personal data.

This note explains the restrictions applicable to transfers outside the EEA and the steps that UCL
staff must take in order to ensure that any transfersngy with data preection law: It is designed
to be read in conjunction with the other data protection guidance available on our website here

This deument was last updated on 2 Noveml#£18. It may be updated further as relevant
guidance on the issues raised is published by the UK Information Commissioner’slOice (

2. Scope
Personal data

This guidance apgls only where UCL is transferring personal dataiifermation that relates to an
identified or identifiable individualto a country outside the EEA.

The restrictions do not apply to fullwanymiseddata, which cannot be used to identify individuals
even when combined with other information which is available to the recipient of the data.

The EEA

Asof October2018,the following countries are within the EEA: Austria, Belgium, Bulgaria, Croatia,
Republic of Cyprus, Czech Republic, Denmark, Estanamd;iFrance, Germany, Greece, Hungary,
Iceland Ireland, Italy, Latvid,iechtensteinLithuania, Luxembourg, Malta, Netherlands, Norway,
Poland, Portugal, Romania, Slovakia, Slovenia, Spain, Sweden and(teelufe for further
information).

3. Seps to take before making a transfesutside the EEA

You should consider the following stepsfore making the transfer



Step 1-Are the datapersonal data?
Determine whether you are processing personal data. Here is the definition:

any information relating to an identified or identifiable natural person (‘data subject’); an
identifiable natural person is one who can be identified, directly or indirectly, in particular by
reference to an identifier such as a name, an identification number, location data, an online
identifier or to one or more factors specific to the physical, physiological, genetic, mental,
economic, cultural or social identity of that natural person

Step 2- Necessity test

Is the processing of personal data is ‘necessary’ for achieving the objective. ‘Necessary’ in this
context means that the processing should be a targeted and proportionayeoivachieving your
objective. It may be that theris another way of achieving the objectiviéthere is no other way,
then clearly the processing is necessary. If there is another way but it would require
disproportionate effort, then you may determine that the processing is still necessary.

Ask youself sit necessary to trasfer the personal data outside the EEA couldyou achieve your
objectiveswithout doing s® For example you may be able to meet your objectives by transferring


https://www.ucl.ac.uk/legal-services/research/data-protection-impact-assessment

You should work through the followirsgenarios in order, considering whethtbat basis for the
transfer will apply before moving onto the nestenario.

i. Has the European Commission made an adequacy decisiosspect of theelevant country
or territory?

The first thing that you


https://www.privacyshield.gov/list

X One of the ‘appropriate safeguartset out in data protection legislation appli€®e sectia
(a) below; or

x If not, whether a specific excejon set out in data protection legislaticapplies(see sectia
(b) below).

a) Appropriate safeguardsstandard contractual clauses

What are the standard contractual clauses?

Several ‘appropriate safeguards’ are listed in General Data Protection RegulatiGgBIIPR
The


https://www.ucl.ac.uk/legal-services/file/639
https://www.ucl.ac.uk/legal-services/file/643

Data protection law sets out certain exceptional circumstances in which a transfer may take
place, even where no adequacy applies and no appropriate safeguards can be put in place.
Below is @rief summary of threexceptions:

X Consentatransfer may be mae where the individual has given their explicit, fully
informed consent to a specificander;

x Contract:transfers may be made where necessary for the performance of a contract: (a)
between the individual antdCLor for pre-contractual steps taken at ¢hindividual's
request;or (b) made in the interests of the individual betwed@Landa third party,
and

x Legal claimsatransfer is allowed where it is necessary for the establishment, exercise
or defence of legal claims

Howeverthe ‘consent’ and ‘contract’ grounds may not be relied upon by public authorities
(including universities) in the exercise of their public powers. This means that it is very unlikely
that UCL will be able to rely on these exceptionmost circumstance®lease contact the data
protection teamfor further advice if you are considering relying on an exception.

4. Further guidance

If you require any further information on the issues raised in this document, pteagact the data
protection team atdata-protection@ucl.ac.uk



mailto:data-protection@ucl.ac.uk

