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Summary 

Synthetic biology involves redesigning organisms for useful purposes by engineering them to 

possess new capabilities. This briefing identifies examples of potential crimes that are or could 

be enabled by synthetic biology, including cyber-biocrime, and suggests some steps that could 

be taken to prevent them. For example, the introduction of a National Centre for Biosecurity and 

Biosafety and a continuous “red-teaming”* approach to emerging technology. A full description of 

the crimes is available in the systematic review.
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Cyberbiosecurity addresses the evolving threat of biotechnology misuse and the emerging risks 

between cyberspace and biology to develop policies to manage them.
2
 In addition to traditional 

cyber-attacks such as exploitation in unsecured networks and manipulated biological data,  

cyber-biocrime exploits physical processing involving biological materials that could result in  

unwanted or dangerous biological outcomes.
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Synthetic biology and future crime 
This briefing identifies eight potential crimes enabled by synthetic  

biology and suggests some preventative measures to address them.  
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laboratories can create opportunities for data 

exploitation across geographic boundaries, 

but also the manipulation and misuse of  

biological material. Internet-connected  

laboratories 
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Crime prevention and detection strategies must 

keep pace with an ever-evolving technological 

landscape. This will require multidisciplinary  

expertise involving collaborations between life 

scientists and computer scientists,  

bioinformaticians, molecular biologists, and  

information technologists.
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